
Log management and log 

analysis and iGRC

Nick Connor

Technology Group, iGRC Consortium

Co-Founder and Director

Assuria Limited

© Copyright 2011 Assuria Limited.  All rights reserved worldwide. 1



Audit / Event Logs?

• What are audit logs?

– A record of activity 

• Events

• Transactions

• Access attempts

• Why are audit logs relevant to GRC?

– Verify working controls

– Help identify failing controls

• Where do audit logs come from?

– Almost anything with a processor and software 
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What gets logged?
• System or software startup, shutdown, restart, and abnormal 

termination (crash)

• Thresholds being exceeded or reaching dangerous levels:
Disc space, Memory, Processor load,…….

• Hardware health that the system can detect and record.

• User access to a system. Remote login (RDP, telnet,  ssh), Local
login, network access (FTP, SFTP), VPN access, 

• User access privilege changes; an ‘su’ command on Unix/Linux. 

• Object access: read, write, 

• Audit policy change

• User credentials and access right changes. 

• Account updates, creation, and deletion. 

• System configuration changes and software updates.

• Access to system logs. Modification, deletion, reading!

Not a complete list
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Use of log data

• Not new, multiple uses
• Used for incident investigation 

/ debugging of systems for 
many years.

• Typically in specific areas –
network, database, system.

• Requirements now for an 
enterprise view of logs – SIM, 
SIEM products.

• Mainly driven by compliance 
requirements.
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Logs – sources and uses

Sources

Servers

Routers

Firewalls

Databases

Applications

VPN

Other systems

Browsers

Email

Middleware

Workstations

Use

Network
traffic

analysis

Forensics

Incident 
Detection

Marketing

Incident
investigation

Audit

Operations
monitoring

SLA Monitoring

Compliance



Logs can provide

Key information relating to events / incidents:

•What?

•When?

•Where?

•Who?

•What to? 

•Where from?
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Good or bad?

�A failed logon event is good as it shows that a 
control is working.

Multiple failed logon events may indicate that 
someone is trying to break in to the system.

Multiple failed logon event in rapid
succession may indicate that an 
automated attempt to break in is 
underway.
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Good or bad?

�A successful logon event provides a record 

of an access to a system.

A successful logon out of 

normal hours may indicate 

a break-in to the system.
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Risk events

Risk events can be identified from log data:

•Secure collection of audit / event logs from 
servers, workstations, network devices, 
applications, databases, security tools across the 
organisation

•Through the analysis, aggregation, enrichment, 
and correlation of 
events from audit / event logs 
Risk Events can be identified.
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Value of log analysis

The simple analysis of logs can reveal:

•Policy failure or compliance.

•Misuse - Login by a former employee.

•Insider activity - Access to sensitive data.

•Compliance:

– Confirmation that controls are working.

– Alert if controls not working.
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Value of log analysis

More sophisticated analysis can detect:

•Sequence of correlated and or aggregated 

events.

•Anomalous events.

•Policy failure.

ALL are potential RISK events
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Value of logs

In addition to identifying Risk Events collected 

audit and event logs can be used to:

•Demonstrate compliance to auditors

•Support a forensic readiness requirements.

•Provide data for forensic analysis.

•Provide audit trail for possible evidential use.
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Summary

• Log data can enhance the understanding of 

activity on IT systems.

• Help identify issues either:

– Preventative

or

– Reactive

• Risk events can be identified and fed to GRC 

platforms via the iGRC interface.
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Thank you

nickc@assuria.com

www.assuria.com
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