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Audit / Event Logs?

 What are audit logs?

— A record of activity
* Events
* Transactions
* Access attempts

 Why are audit logs relevant to GRC?
— Verify working controls
— Help identify failing controls

* Where do audit logs come from?
— Almost anything with a processor and software
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Assuria Log Manager

Encoding  |150-8859-1

W172.16.206. 72\ Storellogs|assuria-2vSqwzSisyslog server test RHELEY20110708153625. evt: 66132 bytes

Z0110T0S 63 RES; ;56 sy=lagd
2011070816245 ;178 16 210,15 ;0 ;6 ;Jul
2011070816245 ;1T 16 21015 ;5;:6;Jul
2011070816245 ;1T 16 21015 ;0;6;Jul
2011070816245 ;178 1621015 ;0 ;6 ;Jul
2011070816245 ;178 16 210,15 ;0,5 ;Jul
2011070516245 ;178 16 21015 ;0;6;Jul
2011070816245 ;178 16 21015 ;0;:6;Jul
2011070816245 ;178 16 210,15 ;0;6;Jul
2011070816245 ;178 16 21015 ;0;6;Jul
2011070816245 ;178 16 21015 ;0 ;6 ;Jul
2011070816245 ;1T 16 210150 ;6 ;Jul
2011070816245 ;178 1621015 ;0,6 ;Jul
2011070816245 ;178 16 21015 ;0;6;Jul
2011070816245 ;1T 16 21015 ;0 ;6 ;Jul
2011070816245 ;178 16 210,15 ;0;6;Jul
2011070816245 ;178 16 210,15 ;0 ;6 ;Jul
2011070816245 ;178 16 210,15 ;0;6;Jul
2011070816245 ;1T 16 21015 ;0 ;6 ;Jul
2011070816245 ;17T 16 21015 ;0,7 Jul
2011070816245 ;1T 16 210,15 ;0,7 Jul
2011070816245 ;178 16 21015 ;0 ;6 ;Jul
2011070816245 ;1T 16 210,15 ;0,7 ;Jul
2011070816245 ;17T 16 21015 ;0,7 Jul
2011070816245 ;178 16 210,15 ;0 ;6 ;Jul
2011070816245 ;178 16 21015 ;0 ;6 ;Jul
2011070816245 ;1T 16 210,15 ;0,7 ;Jul
2011070816245 ;178 16 210,15 ;0;6;Jul
2011070816245 ;1T 16 210,15 ;0,7 Jul
2011070816245 ;1T 16 210,15 ;0,7 Jul
2011070816245 ;1T 16 210,15 ;0,7 ;Jul
2011070816245 ;178 16 210,15 ;0;6;Jul
2011070816245 ;178 16 210,15 ;0;4;.Jul
2011070816245 ;178 16 210,15 ;0;4;.Jul
2011070816245 ;1T 16 210,15 ;0;4;.Jul
2011070516245 ;178 16 210,15 ;0;4;.Jul
2011070816245 ;178 16 210.15;0;4;.Jul
E0110T08162352 ;1T 16 21015 ;0 3 ;. Jul
E0110T08162352 ;1T 16 21015 ;0 3 ;. Jul
E0110T08162352 ;1T 16 21015 ;07 Jul
E0110T08162352 ;1T 16 21015 ;06 Jul
E0110T08162352 1T 16 21015 ;06 Jul
Z01107T08162252 ;1TE 16 21015 ;0 6 Jul
16 F1n
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kernel: imklog 2.6.%, log source = fproci/hmsg started.

r=y=slogd: [erigin software="rsy=slogd" swilersion="2_ 6. 2" x-pid="1125" x-info="http:  fwwm_ c=y:
kernel: Initialising cgroup =ubsy=s cpus=st

kernel: Initialising cgroup =ubsy= cpu

kernel: Lirux wersion Z.6.22-71.e186_ x&6_ 63 (mockbuil d@:S6-007.build. . bo=s.cedhat. com] [goc el
kernel: Command line: o root=/devw/mapper/wg_rhelf4-lv_root rd LW LiW=wvg rhelfd/lv _roet £d I
kernezl: EEPMEL =upported cpus=:

kernel: Intel FenuineIntel

kernel: AMD Authentic2MD

kernel: Centaur CentaurHaul =

kernel: EIOS-prowided phy=ical R2M map:

kernel: EBEIOS-=320: 0000000000000000 - 000000000009 £00 (usable]

kernel: BEIOS-=320: 000000000009£-00 - 00000000000a0000 (reserwed)

kernel: BEIOS-=320: 00000000000£0000 - 0000000000100000 (researwed)

kernel: BEIOS-=320: 0000000000100000 - 000Q00002£££0000 (usable]

kaernel: BEIOS-=320: 000000002£££0000 - 0000000040000000 [(&ACPI data)

kernel: BEIOS-=320: 00000000£££c0000 - 0000000100000000 (reserwed)

kernel: DMI Z.5 present.

kernel: 280 update rangs: 0000000000000000 - 0000000000001000 (usable) == [reserwed]
kernel: 28EZ0 remowe rangs: 0000000000020000 - 0000000000L00000 (usable)

kernel: last_pfn = 0x2£££0 max_arch pfn = O0x300000000

kernel: MTER defaul®t type: uncachable

kernel: MTEER wariable range= di=zabled:

kernel: x&6 PAT enabled: cpu 0, old 0x7040800070408, new O0xTOLO0600070L106

kernel: CPT MTEER= all blank - wirtualized =y=ztem.

kernel: initial memory mapped 0 - Zo0o0oo0on

kernel: init_memory _mapping: 0000000000000000-000000002£££0000

kernel: 0000000000 - 002£00000 page ZM

kernel: 002£«00000 - 002E£££0000 page 4k

kernel: kernel direct mapping table= up e 2£££0000 @ S000-LOOO

kernel: BRAMDISE: 272c2000 - 2TfefzZ1f

kernel: ACPI: ESDP 0000000000020000 00024 (w2 WEOX )

kernel: ACPI: X3DT 000000002£££00320 Q002C (w01 VEOX YEOXXSDT 00000001 AL Q0000061)
kernel: ACPI: FACP 000000002£££00£0 Q00Fd (w04 VEOX VEOXFACP 00000001 ABL  Q0000061)
kernel: ACPI: DSDT 000000002£££0470 0lag? (w0l VEOX VEOXEIOS 00000002 INTL Z201005E5)
kernel: ACPI: FACE 000000002£££0200 Q0020

kernel: ACPI: APIC 0Q0O0000O0O0ZXE££0Z420 00054 (w0 UEBOX VEOXAFIC 00000001 AL 00000051)
kernel: ACPI: S3DT 000000002£££0Za0 00LCC (w01 UEOX VEOXCFUT 0000000z INTL Z01005Z2&)
kernel: ACPI: Leocal APIC address Oxfee00000

kernel: Ho HUMA configquration found

kernel: Faking a node at 000000O0O00O0O0O0O0O000-000000002£££0000

kernel: FBootmem setup node 0 0000000000000000-000000002£££0000
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Audit / Event Logs?

 What are audit logs?

— A record of activity
* Events
* Transactions
* Access attempts

 Why are audit logs relevant to GRC?
— Verify working controls
— Help identify failing controls

* Where do audit logs come from?
— Almost anything with a processor and software
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What gets Iogged?

System or software startup, shutdown, restart, and abnormal
termination (crash)

Thresholds being exceeded or reaching dangerous levels:
Disc space, Memory, Processor load,.......

Hardware health that the system can detect and record.

User access to a system. Remote login (RDP, telnet, ssh), Local
login, network access (FTP, SFTP), VPN access,

User access privilege changes; an ‘su’ command on Unix/Linux.
Object access: read, write,

Audit policy change

User credentials and access right changes.

Account updates, creation, and deletion.

System configuration changes and software updates.

Access to system logs. Modification, deletion, reading!

© Copyring?lOl As;urllal %mmdnAlll rlg_hts rliserved worIdW|de 5
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 Not new, multiple uses

e Used for incident investigation
/ debugging of systems for
many years.

e Typically in specific areas —
network, database, system.

* Requirements now for an
enterprise view of logs — SIM,
SIEM products.

* Mainly driven by compliance
requirements.

© Copyright 2011 Assuria Limited. All rights reserved wo
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Sources Use
Other systems Forensics
Incident
A investigation
Browsers SLA Monitoring
Email M
T arketing
Compliance _re
Operations Databases
monitoring .
Audit Firewalls
Incident Routers
Detection Workstations
Network =
traffic ervers

analysis
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Logs can provide

Key information relating to events / incidents:
*What?
*When?
*Where?
*Who?

*What to?
*Where from?

© Copyright 2011 Assuria Limited. All rights reserved worldwide.




(1)

assuria

Good or bad? '

v" A failed logon event is good as it shows that a
control is working.

% Multiple failed logon events may indicate that
someone is trying to break in to the system.

% Multiple failed logon event in rapid
succession may indicate that an
automated attempt to break in is
underway.

© Copyright 2011 Assuria Limited. All rights reserved worldwide. 9
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Good or bad?

v" A successful logon event provides a record
of an access to a system.

X A successful logon out of
normal hours may indicate
a break-in to the system.

© Copyright 2011 Assuria Limited. All rights reserved worldwide. 10
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Risk events

Risk events can be identified from log data:

*Secure collection of audit / event logs from
servers, workstations, network devices,
applications, databases, security tools across the
organisation

*Through the analysis, aggregation, enri i
and correlation of }hl“
events from audit / event logs i
Risk Events can be identified.

1

© Copyright 2011 Assuria Limited. All rights reserved worldwide. 11
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Value of log analysis

The simple analysis of logs can reveal:
*Policy failure or compliance.

*Misuse - Login by a former employee.
*Insider activity - Access to sensitive data.
Compliance:

— Confirmation that controls are working.
— Alert if controls not working.

© Copyright 2011 Assuria Limited. All rights reserved worldwide. 12
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Value of log analysis

More sophisticated analysis can detect:

*Sequence of correlated and or aggregated
events.

*Anomalous events.
*Policy failure.

ALL are potential RISK events

© Copyright 2011 Assuria Limited. All rights reserved worldwide. 13
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Value of logs
In addition to identifying Risk Events collected
audit and event logs can be used to:
Demonstrate compliance to auditors
*Support a forensic readiness requirements.
*Provide data for forensic analysis.
*Provide audit trail for possible evidential use.

© Copyright 2011 Assuria Limited. All rights reserved worldwide. 14
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Summary

* Log data can enhance the understanding of
activity on IT systems.
* Help identify issues either:
— Preventative
or
— Reactive

e Risk events can be identified and fed to GRC
platforms via the iGRC interface.

© Copyright 2011 Assuria Limited. All rights reserved worldwide. 15
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Thank you

nickc@assuria.com
WWW.assuria.com




